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An nmap scan shows two ports open: 22 and 8000.
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| notice that gerapy 0.9.7 is a version of this web portal.



= i3erap~,[-“3'

& Gerapy 80% 17

KaliLinux & waui1ootis * Kauuvocs my kaurorums e Kali NetHunter

£ cerapy X/ E

Clients cuent BN clent B ProJECT [

Projects

Tasks D 0 0

Mormal Clients Error Clients Projects

L opyright © 2026 Gerapy v

Highlight All Match Cas: X

So | searched foritin exploit-db.com and found an exploit.
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Running the exploit initially fails. | am guessing due to an empty Projects list.
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Then, | run it again, and it works! We have non-root shell.



- | kali@kali: ~/Downloads

Session Actions Edit View Help

F und ID o+ the p:o] 1
Setting up a netcat listener

8] from (UNKNOWN) [192.168.6
terminal process group (8
control in this shell

ipy$ whoami
whoami
app
appoubuntu:~
date
Thu Mar

appaubuntu:

appaubuntu:~
whoami

app
appaubuntu: -~
date

Thu Mar
appdubunt

_admin=ep

/usr/ 1n/python3 l@ cap_setu1 —ep

fU;IJDlnfpln

In Linux, setuid means that an executable file can be run as the owner, so if the user called
root owns a binary, we can run it as that user.

I then run /usr/bin/python3.10 -c 'import os; os.setuid(0);
os.system("/bin/bash")"' to get a shell as root.

And we can steal the root flag.
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Recommendations
Upgrade gerapy immediately to the latest version.

Do not use default credentials.



